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Case Study:

An employee of Aggregate Industries NER, a 

truck driver for the company, had a history of 

accidents. The lawyer representing the com-

pany suggested an agreement with the em-

ployee as a last chance for the employee to 

keep his job. The agreement required instal-

lation of a shock-activated DriveCam, Inc., 

video camera. Within 45 days of installation, 

the recording not only showed inattentive 

driving, including almost hitting a pedestrian, 

but it also captured the employee and some 

friends tampering with the camera. Among 

other attempts to deactivate it, they tried 

to tape over the lens with cellophane tape! 

Little did they realize that the camera was re-

cording their every move. The employee was 

fired and the termination was upheld.
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You sent your employee to the post office, 
but the employee has not returned in several 
hours. Has there been an accident? Is the em-
ployee at home taking a nap on your time? Do 
you ever wish that you could track the location 
of your employees to determine whether they 
are performing the services for which you are 
paying them? Tracking is even more important 
when the employee is on the road for most 
of the day. Route sales staff, cab drivers and 
similar workers who drive for a living have 
traditionally been immune from the watchful 
eye of employers. 

The problem is that employees do not like 
to be watched. As a result, the interest of the 
employer in effectively operating a business 
must be gauged against any privacy rights of 
the employee.

Published reports show that few employ-
ers are currently using GPS technology to 
track employees. Only five percent use GPS to 
track cell phones, eight percent use it to track 
company vehicles and eight percent use it to 
monitor employee identification badges or 
data cards.1 Some companies are using RFID 
employ Smartcard technology to regulate 
entering and leaving the premises. According 
to a 2005 American Management Association 
“Electronic Monitoring and Surveillance Sur-
vey,” 53 percent of employers use Smart Card 
technology in the workplace.

Global Position Systems
Global position system (GPS) monitoring 

makes real time position tracking possible and 
is an effective way to monitor and track com-
pany owned vehicles and hence employees. As 
one of the newest means of tracking employees, most of 
this article will focus on this technology.

GPS is helpful to employers who wish to monitor em-
ployees for a variety of reasons, including investigations, 
compliance with governmental regulations and adherence 
to company policy. The safety of the employee is also an 
often over looked reason for monitoring the location of 
company owned vehicles.

GPS provides a mechanism for ascertaining whether 
an employee is actually performing the job. For example, 
in the 2004 Oman v. Davis School District case, a Utah 
school district was concerned that an employee who 
worked for the district, but also owned an electrical 
contracting business, was leaving the school job dur-
ing the day to perform electrical contracting work. GPS 

is an ideal solution to investigate this type of 
concern, and to determine whether employees 
are going to assigned locations and doing what 
they report they are doing.

In another case, a comparison of a telephone 
technician’s job log with a GPS tracking system 
installed on his truck, revealed nearly 30 times 
when the employee’s records indicated that he 
was at a jobsite, but the GPS tracking system re-
cord showed he was actually at home. Needless 
to say, he was terminated for falsifying company 
records, misusing company time and property, 
and was later denied unemployment benefits in 
the 2007 Perz v. Review Board of the Indiana 
Dept. of Workforce Development case.

This technology also enables employers to 
determine if employees are complying with 
governmental regulations such as taking 
required breaks and not driving more hours 
than allowed.2 This can be important in a 
number of industries, for example, the truck-
ing industry and mass transit where the lives 
of passengers are at stake.

GPS is one of a number of technological in-
novations that enable employers to monitor in-
dividuals and is among the less intrusive. GPS 
relies upon reception of satellite signals by a 
ground receiver and computation of location 
of the receiver by its relation to the satellites. 
The location is compared to a digitized map, 
and presented for display on a LCD screen — 
transmitted to a remote location, or both.

These sophisticated location devices may 
be mounted in automobiles, cell phones or 
other objects. Snowplow drivers in Massachu-
setts, for example, must carry GPS-equipped 
cell phones. UPS has distributed thousands 

of handheld computers to its employees, each equipped 
with a GPS receiver. These uses increase the efficiency 
of operation of the business, but may also be used to 
monitor the activity of the employee.

Employees have the option to avoid off-duty monitor-
ing by not using the company issued device contain-
ing the cell ID. Thus, an employee who is off-duty can 
choose not to use an employer provided cell phone when 
not at work. This would of course, alleviate some of the 
employee’s privacy concerns.

Other Monitoring Devices
Other location monitoring devices include video sur-

veillance cameras, RFID (Radio Frequency Identification) 
tags and cell identification and location technology. 
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Video surveillance has the potential of being used to 
track the actions of employees. The law on video surveil-
lance is similar to the law on internet and email monitor-
ing, which is well established. For video surveillance to be 
permissible, two questions arise: first, whether it is a public 
or private place and second, whether there is a reasonable 
expectation of privacy.3 Often, advising employees of the 
fact of video surveillance discounts any claim of a reason-
able expectation of privacy. 

Some states such as New York, California and Rhode 
Island have statutes that regulate where video surveillance 
can occur. New York’s statute, for example, prohibits em-
ployers from using video surveillance in a restroom, locker 
room or room designated by an employer for employees to 
change their clothes, unless authorized by court order. N.Y. 
Lab. Law § 203-c. However, where no such statute exists 
video surveillance in these types of areas is not prohibited.4

Cell IDs enable a network-based system to locate a cell 
phone. Being able to locate cell phones has such salutary 
purposes as enabling a taxi company to locate the closest 
taxi. It also has the potential to track employees. There is 
also a safety aspect to this capability. For example, in De-
cember 2006, a search for a lost Oregon family was aided 
by the “ping” from a cellular phone system. The fact that a 

text message had at least been partially delivered enabled 
trackers to locate the wife and children. 

RFID is a generic term for technologies using radio 
waves to automatically identify individual items. An 
RFID system interrogates an item by transmitting a radio 
frequency signal, which is received by a “tag” on the item, 
and causes the tag to transmit a return signal with infor-
mation about the identity of the item. Tags may be in the 
form of microchips, either active or passive, on the item. 

Whether RFID tags impact privacy is debatable.5 Be-
cause of capacity for storage of the data and compilation 
of databases, however, tracking individuals is possible, 
whereas GPS, at least in its most common form, can only 
trace the location of the vehicles driven by people. Note, 
however, that newer GPS cell phones, perhaps provided 
by the employer, may be used to track the location of the 
phone and hence the employee. 

RFID tags on personal cards may be used to grant or 
deny employees access to different parts of the employer’s 
premises. This information may be recorded and thus used 
to track movement of the employee. Another use of RFID 
tags would be to tag the company’s assets, thereby enabling 
the employer to use a reader that would read both the assets’ 
and the transporting employee’s RFID tags. A Rand Corpo-
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ration study found that most companies using RFID tech-
nology linked it to other databases, that the information was 
retained indefinitely and that the companies lacked auditing 
procedures to assure that the information was accurate.6

An Ohio surveillance company, CityWatcher.com, 
announced in a February 12, 2006, The Financial Times 
article that it had embedded RFID tags in two of its 
employees, with the employees’ permission. CityWatch-
ers’ CEO, Sean Darks, explained: “We wanted not only 
to improve security for highly secure areas, but to do so 
with the next generation of product that would integrate 
with our existing system. The VeriChip was able to ac-
complish that goal.” Darks noted the convenience of the 
chip being embedded in his arm. “Right now, I cannot 
find my car keys, but I have my chip,” he said.

Employees at CityWatchers have to swipe chips embedded 
under their skin past a detector to enter the facility. The tiny 
microchips do not contain any personal information other 
than the person’s identity. Entering a location with the micro-
chip implanted is similar to swiping a badge or card at the 
door. It tracks information about when a person entered or 
exited from a particular location. While some might liken it 
to the chip implanted in dogs so that they’re not lost, the ben-
efit is that employees do not have to remember ID cards, and 
timekeeping is accurate. When the person enters or leaves 
the employer’s premises, the activity is simultaneously noted.

Not everyone is as excited about microchips as CEO 
Darks. In fact, the Smart Card Alliance, a nonprofit associa-
tion composed mostly of high-tech firms and government 
agencies, has disavowed microchips for tracking employees. 
The organization said that microchips are “not the appropri-
ate technology for securing human identification systems.” 

Nonetheless, as reported on MSNBC in 2004, the 
attorney general in Mexico required 160 members of 
his staff to have RFID chips inserted in their bodies so 
that their movements could be tracked. According to 
VeriChip, the company that makes the technology, as of 
2006, approximately 2,000 people worldwide have had 
the chip embedded.7

Although the FDA approved implanting chips in 
2004, there is now concern that the chips can be hacked, 
and that they may cause fast-growing malignant tumors 
in lab animals.8 On the positive side, although not the 
subject of this article, an imbedded microchip may be 
used to store an individual’s entire medical record, which 
may be invaluable if the person is brought to a medical 
facility in an unconscious state.

Another interesting method of monitoring employees, 
including those who work at home, is through webcams.9 
A light on the webcam, indicating it is activated, should 
meet the notice requirements with respect to privacy issues 
along with explicit company policy notification. Monitoring 
the computer activity of the employee, although working 
from home, would probably also be acceptable.

Legal Issues Involved with Monitoring Through GPS
Privacy Rights

While employers are willing to videotape employees or 
monitor their emails, employers are often adverse to “track-
ing” employees through GPS. Perhaps that is because GPS 
tracking seems more intrusive or merely because it is a newer 
technology and the case law on the subject is in its infancy.

Courts generally hold that there is no reasonable expec-
tation of privacy in the workplace of a private employer.10 
In addition, there is no reasonable expectation of privacy 
in an employer-owned vehicle. This concept stems from 
Supreme Court cases in the 1980s.

While employers are willing 
to videotape employees or 
monitor their emails, employers are 
often adverse to “tracking” 
employees through GPS.

Top Ten Pointers for Companies 
Considering Installing Monitoring 
Devices

Before installing monitoring devices, decide what you 1.	
will do with the results. If you won’t do anything with the 
results, don’t bother with the device.
Determine whether your state has any restrictions on 2.	
monitoring.
If the company is unionized, determine if monitoring is 3.	
prohibited by the union contract.
If you choose to install monitoring devices, develop a policy.4.	
Build privacy safeguards into your policy.5.	
Disseminate the policy and update it each year.6.	
Explain the purpose of monitoring to employees and how 7.	
it impacts productivity and profitability.
Determine whether you will agree to any self-imposed 8.	
restrictions on monitoring, such as agreeing not to disci-
pline based solely on monitoring.
Assure that monitoring is not applied in a discriminatory 9.	
manner.
Continue to monitor updates in the technology that you 10.	
are using.
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As long ago as 1983 in US v. Knotts, the Supreme 
Court held that the installation of a tracking device in 
a drum of chloroform did not invade the defendant’s 
legitimate expectation of privacy and therefore, was not 
a “search” or “seizure” within the meaning of the Fourth 
Amendment. As a result, courts have ruled that a search 
warrant was not required to install GPS on a vehicle, 
even by the police.11

“[N]othing in the Fourth Amendment prohibits 
the police from using science and technology to 
enhance or augment their ability to survey that 
which is already public. Inasmuch as constant sur-
veillance by police officers of defendant’s vehicle 
in plain view would have revealed the same infor-
mation and been just as intrusive, and no warrant 
would have been necessary to do so, the use of the 
GPS device did not infringe on any reasonable ex-
pectation of privacy and did not violate defendant’s 
Fourth Amendment protections.”

Two courts disagreed. The Supreme Court of Or-
egon held in 1988 that use of a radio receiver to track a 
criminal suspect was a search within the meaning of the 
state’s constitution, and therefore, a warrant was required. 

A 1988 Oregon Supreme Court case State v. Campbell, 
found holding that the covert attachment of a beeper or 
tracking device by police onto the exterior of an automo-
bile constitutes a “search” under Oregon’s Constitution.). 
On appeal, the Oregon Supreme Court held that the value 
to be protected was the right to privacy. Unlike simply 
viewing a vehicle, the court held, GPS tracking signifi-
cantly limits freedom from scrutiny. 

Similarly, the Supreme Court of Washington in the 
2003 case State v. Jackson concluded that GPS tracking 
opens the door to extraordinary intrusion by the govern-
ment. Even though the case was grisly — a murder case, 
where GPS led the police to the remote location where a 
father had buried the daughter he had murdered — the 
Court found that a warrant was required.

In employment-related cases, courts have ruled that 
use of a tracking device on a company car does not 
constitute a sufficient intrusion upon the employee’s 
privacy to raise a claim, since it reveals no more than 
highly public information about the employer’s vehicle’s 
location as in the 2005 Elgin v. St. Louis Coca-Cola 
Bottling Co. case. 

In a broader challenge to GPS requirements, a 
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federal class action lawsuit was brought to challenge a 
New York City regulation requiring the installation in 
all licensed taxicabs of certain electronic equipment, 
including GPS systems. The plaintiffs in the 2007 
case Alexandre v. NYC Taxi and Limousine Commis-
sion, claimed that this would substantially invade their 
privacy rights and be a financial burden, resulting in 
a government taking of their property rights in their 
taxicabs and the routes that they travelled. The court 
denied the requested injunction, ruling that the plain-
tiffs’ claims to a privacy interest in the cabs and routes 
were not supported by law, and that requiring GPS 
served a legitimate governmental purpose. Ultimately, 
the lawsuit was settled and withdrawn.

Fourth Amendment 
A Fourth Amendment analysis is inapplicable to private 

employers. Moreover, under the Fourth Amendment, the 
courts have held that the government can conduct war-
rantless searches of constitutionally private information 
and places if it does so with unenhanced human senses or 
sense-enhancing technologies in widespread use.12

Statutory Protections
There is no federal statute regulating location privacy, 

although one was proposed as early as 2001.13 In 2004, 
an attempt to regulate RFIDs, the Opt Out of ID Chips 
Act [H.R. 4673, 108th Cong. (2004)], died in the House 
of Representatives. 
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The only current federal regulation is of the disclo-
sure of location records. A federal statute, 18 U.S.C. § 
2702, prohibits electronic communications providers 
from disclosure of communication records, including 
the customer’s location data. 

There are few state statutes prohibiting the use of GPS 
to track employees. RFID legislation has been signed into 
law in New Hampshire, Utah, Virginia, Wisconsin and 
Wyoming.14 A Wisconsin law (Wis. Assem. 290) prohibits 
any person from requiring another individual to have a 
microchip implanted in his or her body.

Tort of “Intrusion into Seclusion” 
To establish intrusion into seclusion, an act must be 

“highly offensive.”15 For several reasons, the courts have 
been uninterested in expanding this tort to cover track-
ing devices. Primarily, the courts have found that if an 
employee uses company property like a cell-phone or GPS 
equipped vehicle, the employee is waiving rights to privacy. 

Employer’s Duty to Inform Employees
Employers certainly should want to inform most em-

ployees of tracking devices, because this undercuts any 
argument that the employee had a reasonable expectation 
of privacy. But does the employer have a legal obligation 
to advise employees? Cases like the 1996 Smyth v. The 
Pillsbury Co. case suggests that the employer does not, at 
least when the tracking is limited to work activities and 
premises. Whether an employer is required to inform 
employees when the tracking goes into off-work time or 
off premises, is beyond the scope of this article.16

Several states have statutes requiring notice of elec-
tronic monitoring, including Connecticut (C.G.S.A. §§ 
31-48d, 31-511bb) and Delaware (19 Del. C. § 705).

Issues in a Unionized Environment
Introduction of a GPS device can raise diverse is-

sues, particularly in a unionized environment. Where 
there is a collective bargaining agreement that gives a 
company the authority to update technology, it is ap-
propriate for the employer to require its employees to 
use GPS devices. 17

When GPS technology was introduced to unionized 
elevator constructors, for example, this raised issues 
over the employer’s ability to track the employees “every 
move.” The company, on the other hand, wanted to use 
the GPS tracking as a time clock on overtime call-backs, 
and only agreed to compensate the employees for time 
worked as shown by the GPS device. 

When the employees complained, the company 
instructed the employees to turn the GPS devices off 
when they were not contractually required to have them 

turned on. But the company disciplined four employees 
who disabled the device on a weekend, even though 
they were on call. The dispute over tracking escalated 
— resulting in a work stoppage — and the company 
sued to enjoin it.

The court noted that all of the issues between the 
company and the employees emanated from their con-
cern about the GPS monitoring. Because GPS is new 
technology and “similar disputes are likely to arise as 
the parties work towards a mutually agreeable call-back 
system,” the Court granted an extensive injunction pro-
hibiting strikes over disputes regarding overtime work 
assignments and the use of GPS technology as in the 
2006 case Kone, Inc. v. Local 4, (International Union of 
Elevator Constructors).

Discipline Based on Employee Monitoring
Some companies have agreements with employees not 

to discipline or terminate them based solely on GPS track-
ing.18 In that case, employees sometimes complain that any 
connection to GPS data invalidates the discipline.19 

Discriminatory Use of Employee Monitoring Devices 
Based on a Protected Category

Employees have objected to the use of GPS, claim-
ing that it has been used in a discriminatory manner 

Monitoring and Surveillance Policy
All computer, electronic and telephone documents, 

information and communications transmitted by, received 
from, or stored in any of the company’s equipment is the 
property of the company. Employees are not to use any 
of the company’s equipment, including office equipment, 
computers, software, facsimile, copy machines, telephones, 
vehicles or other equipment for their personal needs.

The company may track the employee’s usage of its 
property, including but not limited to use of its computers, 
telephones, electronic equipment, vehicles and its other 
property. By using any of the equipment, employees con-
sent to monitoring and review of the information obtained 
through monitoring by the company. 

The use of a password does not give rise to an expecta-
tion of privacy. Employees must provide copies of pass-
words to the employer so the employer may have access 
at all times. Deleted messages and information may be 
maintained on the system and will be accessible for review.

Employees may be disciplined for any violation of com-
pany policy detected by monitoring.
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to monitor activities. Where, though, other employees 
also had monitors in their vehicles and all vehicles were 
on a plan to have GPS installed, an employee’s belief of 
discrimination is not objectively reasonable.20 In one case, 
for example, a GPS tracking was placed in the Plaintiff’s 
vehicle to conduct an investigation, but similar tracking 
devices was also placed in company vehicles assigned to 
Caucasian employees, therefore, installation of the moni-
toring device was not racially motivated.21 Moreover, an 
investigation using GPS that does not result in any disci-
pline or employment loss does not constitute any adverse 
employment action against the employee. 

Statutory Proscriptions Do Not Prohibit Use of GPS
Some states, such as Virginia, have statutes that 

restrict an employer’s ability to electronically monitor 
employees in areas designed for health or personal com-
fort. However, it has been held that an employer’s use of 
GPS to monitor a vehicle does not constitute electronic 
monitoring on premises and therefore the statute does 
not prohibit tracking through the use of GPS.22

	
Model Policies

A Model Policy on Electronic Monitoring is published 
by the National Workrights Institute on its website at www.
workrights.org/issue_electornic/em_model_policy.html.

Implement Tracking Technology with Policies
The use of technology to track employees is becoming 

a common issue in the workplace and it has its propo-
nents and its detractors. The jury is still out on whether 
enhanced productivity will outweigh privacy concerns. It 
remains to be seen whether employers or employees will 
embrace tracking systems.

But technology offers assistance in assuring that an 
employee is where he or she should be, and helps to 
keep employees productive. Employers concerned about 
employees’ reactions to privacy issues, can enact poli-
cies that balance the employer’s needs with the employ-
ees’ interests. Employers should be cautioned against 
throwing out the baby with the bathwater, since there 
are many potential benefits to harnessing technology 
to assist in monitoring an employee’s productivity and 
since the courts have generally supported employers’ 
efforts to do so.  

Have a comment on this article? Email editorinchief@acc.com. 
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